Securing Cyberspace

In an era of evolving threats...

Every 39 seconds —there’s a cyberattack in the US.

Less than 40% of CEOs believe their organizations (o)
are prepared to meet challenges related to a major
cybersecurity crisis.*

76% of companies reported a ransomware
attack in 2021.

$4.6 billion =the average cost of
a ransomware breach in 2021.

Global cost

of ransomware
explodes

*The Conference Board C-Suite Outlook, 2022
Source: The Conference Board, 2022

...public & private collaboration must build resiliency

e Unify and streamline the federal approach to cybersecurity
e Quickly implement CIRCIA (act passed in March 2022)
e Develop, validate, and promote cybersecurity standards

e Implement fundamental protection and redundancy/
resiliency in the private sector

 Expand resources for small - and medium-sized organizations
e Attract new and diverse talent to the cybersecurity workforce

e Create a federal, virtual, national academy for cybersecurity



